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Cyber-Bullying/Sexting Investigations
Meets IL Mandates: Civil Rights|Procedural Justice|Constitutional and Proper Use of LE Authority|Human Rights|Law
Updates

January 26, 2018
9:00 am – 5:00 pm
John Wood Community College
(Computer Lab)
1301 S. 48 th Street
Quincy, IL
INSTRUCTOR: Detective Richard Wistocki had been with the Naperville Police Department for 28
years. In his last 20 years as an Internet Crimes Investigator with the Naperville Police Department. He is
one of the founding members and an affiliate member of the Illinois Attorney Generals High Tech Crimes
Bureau (ICAC). He is also the creator of the Illinois Sexting Law and recently developed a FREE Online
tool for SRO’s and School Officials to use in cases of Sexting, Cyber-Bullying and the new SB100
legislation. This tool is JuvenileJusticeOnline.org and it is not a case management system but a free
training site for school administrators, SRO’s, Juvenile Officers, Probation and States Attorney’s.

ABOUT THE COURSE: This course uses a computer lab to learn how to investigate Sexting and CyberBullying cases to understand how to find out who the persons involved are. Students will learn how to
investigate social media and find out who the perpetrators are in Cyber -Bullying and Sextortion cases.
We will examine the five areas of where sexted images are stored and how to eradicate the images. We
will then learn what the appropriate consequences should be and institute such consequences in a
Restorative Justice/Diversion Program. Finally, the student will learn how to send the sexted images to
NCMEC/CVIP. In this effort we will attempt to curtail the spread of the sexted images.
Upon completion of the training exercises, participants will:
*Obtain the basic overview of various social networks and what information they possess
*Understand the research of the Thorn Sextortion Study and how it effects our students
*Learn the online investigative tools that are free and open source in their use
To Register: Email registration to register@mtu9.org. You may also submit through our online registration (be sure to include all
pertinent information) or call 618-498-5611 to register by phone. ALL registrations must go through your Sheriff, Chief, or Training
Officer.
This course is pending certification and approval by the Illinois Law Enforcement Training & Standards Board

*Know items of evidence needed to successfully identify suspects who Cyber-Bully and are Sexting
*Discuss the three-step process in investigating internet crimes
*Discuss the importance of Preservation, Subpoena and Search Warrants if needed
*Understand how to obtain IP’s, screen names, screen captures, email headers, and statements for the
investigation
*Discuss the laws in that state in reference; Harassment through Electronic Communication, Sexting,
Indecent Solicitation of a Child, Sexual Exploitation of a Child and Child Pornography
*Overview of computer and cell phone forensics and when it is appropriate to seize these items from a
victim or a suspect to be analyzed
*Once the suspect is identified, the importance of the interview with Parents and Students Together
*We will effect a Diversion protocol and use the online program of JuvenileJusticeOnline.org
*Learn the appropriate consequences for these crimes in order to effect behavior modification through
properties of Restorative Justice and Education

